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This material is intended as a general market commentary, and not intended to be a forecast of future events. All companies referenced are shown for informational 
purposes only, and are not intended as a recommendation or endorsement by J.P. Morgan in this context. The views contained herein are not to be taken as advice or a 
recommendation to buy or sell any investment in any jurisdiction, nor are they a commitment to participate in any of the transactions mentioned herein. This information may 
differ from those expressed by other areas of J.P. Morgan, views expressed for other purposes or in other contexts, and this material should not be regarded as a research 
report. Outlooks and past performance are not guarantees of future results. Please read all Important Information at the end of the material.

In Focus: As data privacy concerns heighten, software stands to gain October 2018

Data is abundant, data privacy (for now) is scarce 

Personal data has become a highly valuable asset for many companies, but it’s a delicate one—and consumer concern over data 
privacy is on the rise. Surveys have suggested that more than 90% of U.S. consumers worry about their online privacy.1  

Indeed, after the Cambridge Analytica scandal, the concept of data privacy has become increasingly top-of-mind. The now-
defunct political consulting firm obtained personal data on as many as 87 million Facebook users without permission. But while 
large-scale events like this are particularly alarming, other intrusions on personal data are much more common:  

 Email accounts are routinely scanned by app developers and their algorithms to obtain information to generate
targeted ads

 Your mobile phone location is shared with third-party providers for a range of uses

 A vast ecosystem of cookies, advertising networks and ad IDs embedded on your phone allows advertisers to track,
follow and target your browsing activity

1 PwC US Protect.me Survey, 2017. 

Executive Summary 

Given the recent regulatory developments around data privacy, we believe significant investment in data protection will 
be the new norm. The software and IT service providers are likely to be the biggest winners. 

 After the Cambridge Analytica scandal, consumers are increasingly aware of the concept of data privacy. Surveys
indicate that 92% of U.S. consumers worry about online privacy.

 Regulatory focus on safeguarding data privacy is intensifying. A recent European regulation made data privacy a
consumer right and obligated companies that collect consumer data to protect its owners’ privacy. U.S. regulation
is likely to follow, given the bigger focus on privacy coupled with relatively light tech regulations.

 This forthcoming regulation is likely to affect the way data is used and to increase the cost of noncompliance.
And research shows it pays to invest in compliance. The average cost of privacy noncompliance is estimated
to be 2.7 times greater than the average cost of compliance.

 Software and IT services companies that help others adhere to new data privacy rules likely will be the winners in
the era of digital transformation and data privacy regulation.

 Spending to protect data should be considered nondiscretionary. This should give the companies that help safeguard
data a secular and potentially defensive tilt in a late-cycle environment.
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All of this has led to a regulatory focus on safeguarding data privacy that is likely to intensify. In our view, the winners in this 
new regulatory reality should be software and IT service providers that offer services to help ensure data privacy compliance.  
 

 

 

 

 
 

 

 

 

 

 

 

 

New rights to data privacy and new obligations to protect it 

The regulatory regime around data privacy has shifted with the passage of a landmark European law in May of 2018: General 
Data Protection Regulation (GDPR). The law made data privacy a key consumer right and obligated companies that collect and 
process consumer data to protect its owners’ privacy. Under this new law, consumers have the right to: 
 

1) Obtain access to personal data collected and know how it’s being used 
2) Object to the use of personal data for marketing purposes  
3) Receive, transfer, correct and erase personal data  

 
As a result, companies must disclose how the data is being used, transfer and amend the data as requested by the owner, 

minimize the data collected, monitor and protect against unauthorized or unlawful processing, and disclose data breaches to 

the supervisory authority within 72 hours of the detected breach. In other words, the law obligates and encourages the 

companies collecting and processing data to ensure data protection “by design and by default.”2  

Beyond GDPR, there are more regulations in the pipeline. For example, the European Union ePrivacy regulation has been 

published to clarify and enhance GDPR.3 Unsolicited marketing, cookies and confidentiality are covered under this regulation, 

which could significantly disrupt online advertising networks by limiting the use of the third-party cookies the networks rely on 

to serve targeted ads.  

GDPR applies to any European and non-European data-processing company that offers services to individuals within the EU. 

This extends the law’s reach to U.S. companies, even though the United States has yet to tackle the data privacy issue directly 

through regulation. 

That said, U.S. policymakers’ focus on protecting consumer data has intensified. Couple this with a low relative number of tech 

regulations (see chart below), and you can make a good argument that the issue may be addressed through regulation.  

                                                           
2 https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/obligations/what-does-data-protection-design-and-
default-mean_en  
3 https://www.privacytrust.com/guidance/gdpr-vs-eprivacy-regulation.html  

https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/obligations/what-does-data-protection-design-and-default-mean_en
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/obligations/what-does-data-protection-design-and-default-mean_en
https://www.privacytrust.com/guidance/gdpr-vs-eprivacy-regulation.html
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The laws and scrutiny combined      
are likely to affect how data               
is used and to increase the cost of 
noncompliance, due to the potential 
for fines and lawsuits. Indeed, 84%   
of managers and executives who 
responded to a recent survey believe 
GDPR will affect the way their 
companies and entire industries use 
EU customer data.4 They also 
estimate that the average cost of 
noncompliance will be 2.7 times 
greater than the average cost of 
compliance with privacy regulations.5 
Thus, it pays to invest in compliance, 
and we expect companies to spend 
more time and resources 
safeguarding data. So who stands to 
benefit?  

 

 
Digital transformation adds fuel 

The global trend toward digital spans industries. IDC estimates that global spending on technology and services that enable 
digital transformation of business practices, products and organizations will reach $1.1 trillion in 2018, an increase of 16.8% 
from last year. 6 Given that most companies store, process and at least attempt to monetize consumer data, the implications of 
this new wave of regulations are far reaching (see chart on following page).  

                                                           
4 Citi Research, May 2018. 
5 Ponemon Institute, The True Cost of Compliance with Data Protection Regulations, December 2017. 
6 https://www.idc.com/getdoc.jsp?containerId=prUS43979618  

https://www.idc.com/getdoc.jsp?containerId=prUS43979618
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Software and IT services companies that help others comply with new data privacy rules should be the winners in the digital 
transformation era. 

We identified four key areas of focus that help ensure compliance:  
 

1) Identity and data access protection 
2) Data visualization for actionable insights 
3) Data analytics for monitoring and prevention  
4) Data compliance education and consulting  

 
Both established and niche software providers are directly addressing issues related to identity and data access control—key 
to data privacy compliance. This aligns with the requirements of GDPR, which are forcing organizations to prioritize spending 
on identity and control of access to privileged data, network access controls, and better detection and remediation of 
vulnerabilities. 

Data visualization software vendors are in high demand, as organizations need to increasingly “see and understand” the data 
they collect through timely reporting and charting capabilities. Large cloud and enterprise software providers, which have seen 
usage rise as companies move data to the cloud, are embedding GDPR compliance capabilities within their service offerings. This 
could in turn create further incentives to move to the cloud in this new regulatory regime. Finally, IT consultants have developed 
training modules to ensure GDPR compliance. These companies also should broadly benefit from digital transformation efforts, 
which require enterprises to build new digital infrastructure.  
 

Significant investment in data privacy and security will be the new norm 

This focus on software and IT spending lines up well with broader industry trends. In a recent J.P. Morgan survey of CIOs, 67% of 
companies indicated they expect to grow their IT budgets this year. At those companies, the average IT budget is expected to 
grow 3.9%, compared with 3.3% expected growth in 2017.7 Software security, cloud and data/analytics are high-level themes 
that feature prominently in this IT budget survey.  
 

                                                           
7 J.P. Morgan North America Equity research, June 2018. 
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Global IT spending forecasts similarly confirm the growth trends in software and IT services, as spending on these two sub-
sectors of tech is expected to outpace the growth within all other sectors (see chart below). 
 
Finally, in a world where business models are increasingly reliant on monetizing data, the spending to protect this data and the 
business’s ability to use it—especially amid mounting regulations—should be considered nondiscretionary. This should give the 
companies that help safeguard the data a secular and potentially defensive tilt in a late-cycle environment. 
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IMPORTANT INFORMATION 

 
PURPOSE OF THIS MATERIAL 
This material is for information purposes only and intended as general market commentary.  Any J.P. Morgan Global Investment 
Opportunities’ views that may differ from other JPMorgan Chase & Co. (“JPM”) affiliates and employees. This constitutes our judgment 
based on current market conditions that are subject to change without notice. There is no guarantee that any outlooks and views will 
occur in the future. 
 
The information contained herein should not be relied upon in isolation for the purpose of making an investment decision. More complete 
information is available, including product profiles, which discusses risks, benefits, liquidity and other matters of interest. Contact your 
J.P. Morgan representative for additional information concerning your personal investment goals. You should be aware of the general and 
specific risks relevant to the matters discussed in the material. You will independently, without any reliance on JPM, make your own 
judgment and decision with respect to any investment referenced in this material. 
 
This material is not a product of the J.P. Morgan Research Department and is not a research report, although it may refer to a research 
report or research analyst. This presentation should be reviewed in conjunction with U.S. research published by J.P. Morgan Securities 
LLC to the extent that such research exists. The opinions and ideas expressed herein do not take into account individual client 
circumstances, objectives and needs. Transactions in any securities that may be referenced herein may not be suitable for all investors. 
 
This material is confidential and intended for your personal use. It should not be circulated to or used by any other person, or duplicated for 
non-personal use, without our permission.   
 
LEGAL ENTITY AND REGULATORY INFORMATION 
In the United States, JPMorgan Chase Bank, N.A. and its affiliates (collectively “JPMCB”) offer investment products, which may include 
bank-managed accounts and custody, as part of its trust and fiduciary services. Other investment products and services, such as brokerage 
and advisory accounts, are offered through J.P. Morgan Securities LLC (“JPMS”), a member of FINRA and SIPC. JPMCB and JPMS are 
affiliated companies under the common control of JPM. Products not available in all states. 
 
In the United Kingdom, this material is issued by J.P. Morgan International Bank Limited (JPMIB) with the registered office located at 25 
Bank Street, Canary Wharf, London E14 5JP, registered in England No. 03838766. JPMIB is authorized by the Prudential Regulation 
Authority and regulated by the Financial Conduct Authority and the Prudential Regulation Authority. In addition, this material may be 
distributed by JPMorgan Chase Bank, N.A. (“JPMCB”), Paris branch, which is regulated by the French banking authorities Autorité de 
Contrôle Prudentiel et de Résolution and Autorité des Marchés Financiers or by J.P. Morgan (Suisse) SA, which is regulated in Switzerland 
by the Swiss Financial Market Supervisory Authority (FINMA).  
 
In Hong Kong, this material is distributed by JPMCB, Hong Kong branch. JPMCB, Hong Kong branch is regulated by the Hong Kong Monetary 
Authority and the Securities and Futures Commission of Hong Kong. In Hong Kong, we will cease to use your personal data for our 
marketing purposes without charge if you so request. In Singapore, this material is distributed by JPMCB, Singapore branch. JPMCB, 
Singapore branch is regulated by the Monetary Authority of Singapore. Dealing and advisory services and discretionary investment 
management services are provided to you by JPMCB, Hong Kong/Singapore branch (as notified to you). Banking and custody services are 
provided to you by JPMIB and/or JPMCB Singapore Branch. The contents of this document have not been reviewed by any regulatory 
authority in Hong Kong, Singapore or any other jurisdictions. You are advised to exercise caution in relation to this document. If you are in 
any doubt about any of the contents of this document, you should obtain independent professional advice. 

http://www.finra.org/
http://www.sipc.org/
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In Australia, JPMCB (ABN 43 074 112 011/AFS Licence No: 238367) is regulated by the Australian Securities and Investment Commission 
and the Australian Prudential Regulation Authority. JPMS is a registered foreign company (overseas) (ARBN 109293610) incorporated in 
Delaware, U.S.A. Under Australian financial services licensing requirements, carrying on a financial services business in Australia requires a 
financial service provider, such as JPMCBNA and JPMS, to hold an Australian Financial Services Licence (AFSL), unless an exemption applies. 
JPMS is exempt from the requirement to hold an AFSL under the Corporations Act 2001 (Cth) (Act) in respect of financial services it provides 
to you, and is regulated by the SEC, FINRA and CFTC under US laws, which differ from Australian laws. Material provided by JPMCBNA 
and/or JPMS in Australia is to “wholesale clients” only. The information provided in this material is not intended to be, and must not be, 
distributed or passed on, directly or indirectly, to any other class of persons in Australia. For the purposes of this paragraph the term 
“wholesale client” has the meaning given in section 761G of the Act. Please inform us immediately if you are not a Wholesale Client now or 
if you cease to be a Wholesale Client at any time in the future. 
 
With respect to countries in Latin America, the distribution of this material may be restricted in certain jurisdictions. Receipt of this 
material does not constitute an offer or solicitation to any person in any jurisdiction in which such offer or solicitation is not authorized or 
to any person to whom it would be unlawful to make such offer or solicitation. To the extent this content makes reference to a fund, the 
Fund may not be publicly offered in any Latin American country, without previous registration of such fund’s securities in compliance with 
the laws of the corresponding jurisdiction. Public Offering of any security, including the shares of the Fund, without previous registration at 
Brazilian Securities and Exchange Commission—CVM is completely prohibited. Some products or services contained in the materials might 
not be currently provided by the Brazilian and Mexican platforms. 
 
NON-RELIANCE 
We believe the information contained in this material to be reliable and have sought to take reasonable care in its preparation; however, 
we do not represent or warrant its accuracy, reliability or completeness, or accept any liability for any loss or damage (whether direct or 
indirect) arising out of the use of all or any part of this material. We do not make any representation or warranty with regard to any 
computations, graphs, tables, diagrams or commentary in this material, which are provided for illustration/reference purposes only. The 
views, opinions, estimates and strategies expressed in it constitute our judgment based on current market conditions and are subject to 
change without notice. We assume no duty to update any information in this material in the event that such information changes. Views, 
opinions, estimates and strategies expressed herein may differ from those expressed by other areas of JPM, views expressed for other 
purposes or in other contexts, and this material should not be regarded as a research report. Any projected results and risks are based 
solely on hypothetical examples cited, and actual results and risks will vary depending on specific circumstances. Forward looking 
statements should not be considered as guarantees or predictions of future events. Investors may get back less than they invested, and 
past performance is not a reliable indicator of future results. 
 
RISKS, CONSIDERATIONS AND ADDITIONAL INFORMATION 
There may be different or additional factors which are not reflected in this material, but which may impact on a client’s portfolio or 
investment decision. Nothing in this document shall be construed as giving rise to any duty of care owed to, or advisory relationship with, 
you or any third party. Nothing in this document shall be regarded as an offer, solicitation, recommendation or advice (whether financial, 
accounting, legal, tax or other) given by JPM and/or its officers or employees, irrespective of whether or not such communication was given 
at your request. JPM and its affiliates and employees do not provide tax, legal or accounting advice. You should consult your own tax, legal 
and accounting advisors before engaging in any financial transactions.   
 
J.P. Morgan may hold a position for itself or our other clients which may not be consistent with the information, opinions, estimates, 
investment strategies or views expressed in this document. JPM or its affiliates may hold a position or act as market maker in the financial 
instruments of any issuer discussed herein or act as an underwriter, placement agent, advisor or lender to such issuer.  
 
References in this report to “J.P. Morgan” are to JPM, its subsidiaries and affiliates worldwide. “J.P. Morgan Private Bank” is the brand 
name for the private banking business conducted by JPM. 
 
If you have any questions or no longer wish to receive these communications, please contact your J.P. Morgan representative. 
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